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1.1 Create ITSP Account
In the Admin Ul go to Provision A SIP servers and ITSPs
This will bring up the SIP and ITSP configuration screen. It has three (3) tabs

along the top. To configure SIP server click on the SIP tab, for ITSPs click on the
ITSP tab, and to set up the authentications click on the last tab Authentication.

{2 SIP Servers and ITSPs =n| =R
SIP Servers : | Authertication
Name « | Active Codec Profile SIP Profile

Servers List
" Bequest using DNS_SRY from

{¢' Use the following servers

Address Port

Lw |
ol

Registration
[~ Register
r 4
-
B
Domain

"From" header | "To" header Request-URI] Misc ]

f* |ze address of the MX
"~ Change to MX domain if device belongs to user

i~ Use address of the Server

i~ Use the following Address

| x Close | SIP Profiles ? Help
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1.2 Create Custom SIP Profile

DID numbers from Broadvox are sent in the “To"” headers, which is not the default
location in the Default SIP profile. You must create a new SIP Profile for this
action.

To create a new SIP Profile click on the “SIP Profiles” button and then right click
and choose new.

SIP Settings X

Profile HName
Do not send re-INVITE ta ITSPs or Extemnal SIP Servers for hold
Default & and transfer operations performed by devices within the company
i DID number received in
{~ Request URI
" Toheader
" OK X Cancel I ? Help

1.3 Configure the account

Enter the following information
1 Name: Version S
Active: Check

1
M Codec Profile: Don’t Care
M SIP Profile: Broadvox

1

Use the following servers: 64.152.60.75 & 64.158.162.75 (note: the second
IP is a backup server)
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Port: 5065

Register: Unchecked, no registration is needed

-

A)
A

Username: No registration needed

From header: Use the following address “Your External IP Address”
To header: Use resolved IP address for the appropriate server
Request-URI: Use IP Address

Misc: nothing checked

= =/ =2 A A A

{2 SIP Servers and ITSPs =0E=R
SIP Servers ITSPs | Authentioation |

Name | Active |Cnda:: Profile SIP Profile Wiepshem §
Dont care Broadvox —Servers List

{~ Bequest using DNS_SRV from
% Use the following servers
Address Port
64.158.60.75 5060
Ll 64.158.162.75 5060
—Registration
[~ Register
Jzer Hame: I Timeout: ISU ::’
Force Symmetric MAT Traversa Auto -
Send OPTION s ta refresh connection thraugh NAT ever ISD ﬁ IEC,

rDomain
"Erom" header | "To" headerl F{equest—UF{Il Misc |

i~ Use address of the M

{~ Change to M¥ domain if device belongs to user
" Use address of the Server

@ Usethe following Address ~ |64.186.173.76

o Aoply | X Cancel | SIP Profiles

wad
1T
@
=]
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[~ Domain-
| "From" header “To" header ] RequestURI | Misc |
|

~ Use the domain name for the appropriate server in the Servers
List

G Use resolved |P address for the appropriate server
in the Servers List

" Use custom domain hame

Domain-
"_Efom"headetl "lo"l’[%der HequestURll Misc I

" FODN
(¢ |P Address

" Use custom domain hame

[ Domain-
| "Efom"headetl "lo"header] Request-URI { Misc l

[ lgnore Domain received in From/T o SIP headers

1.4 Authentication

The authentication tab is used to define the authentication information for
realm based authentication. No registration is needed for this server.

1.5 Set Up ALG (MX version 3.2.10 to 4.2.14)

Set up ALG in Provision | ALG

For the example below:
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Network 10.0.0.0/24 is the private side (LAN) of the MX. This is where all
the local phones are connected to the MX.

1 Network 0.0.0.0/24 is mapping all other network to the public side of the
MX, thus performing the ALG functions to correct all RTP packets.

a Application Layer Gateway E@@
Use ALG for RTP traffic
[v public to private
[w private to public

MNetworks

IP Address MML Maszk Address Space
24 256.255.255.0 Public

10.0.00 24 256.255.256.0 Private:

RTP Part Hange

Starting |33000 i‘ Ending |33239 :‘
g/AppIy | x Cancel | ? Help
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1.6 Enabling ALG | SBC on MX (MX version 5.0+)

ALG was replaced / improved in MX version 5.0 by SBC. For full details on SBC
please refer to the SBC document available from the KBS
http://kbs.zultys.com/issue.php?bid=wp-998&fdwn=SBC.pdf or from Technical
Support named sbc.pdf document number 0000000150.

For the example below:

1 Network 10.0.0.0/24 is the private side (LAN) of the MX. This is where all
the local phones are connected to the MX.

1 Network 0.0.0.0/0 is mapping all other networks to the public side of the
MX, thus performing the SBC functions to correct all RTP packets by
inserting the public IP listed in the Public IP field, and the External SIP
port with the port listed in the External SIP Port field.

1 Session Border Controller RTP port range are the ports that the session
border controller will to send and receive voice packets.

1 External RTP Port Range is the port range that is forwarded by the edge
firewall to the MX. This port range is independent of the Session Border
Controller RTP port range. (In the example below they were made to be
the same.)

1.6.1 Networks

To configure SBC in the 0.0.0.0 route, enable port mapping and assign the Public IP
and ports in the fields circled below. If you are not using SBC and have the MXin
routing mode with public IPs assigned to interface 2/WAN do not check the Port
Mapping.
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aSion Border Controller EI = @

Metwarks l RTP Mapping]

Session Border Controller RTP part range
Statport [32000 =] Endpn [F239
M etwark s
Network MML Mazk Port Public IP External External RTP Port External RTP Port
Address Mapping SIP Port Range Starting Range Ending
10.0.0.0 24 255.255,255.0 1
0000 ] nooo 20.20.20.20 50ED 33000
& Spply ‘ X LCancel | ? Help

1.6.2 RTP Mapping

Place check each network you wish the MX to perform ALG/SBC modifications for.

a Session Border Controller EI -
Metwarks BT Mapping ]

Route RTP wia Sezsion Border Controller for calls between selected network pairs

10.00.0/24 | 0000/0 |
10.0.0.0/24 |
0.0.0.0/0

o Spply ‘ X Cancel ‘ P Help
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Note 1: SIP Trunk licenses are required by the MX in order to place and receive
calls via ITSP with MX firmware prior to Version 5.0. Starting with version 5.0,
SIP Trunk licenses are no longer needed.
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