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1.1 Create ITSP Account

In the Admin Ul goto Provision A SIP servers and ITSPs

The following section(s) contain URLs and Domain Names that should only be
viewed as examples. These details are Cbeyond account and region specific.
You must use the detailed information that is provided to you on the Cbeyond
‘Install profile’ provided by your Cbeyond Service Coordinator

Enter the following information
1 Name: Cbeyond
Active: Check
Codec Profile: Voice Quality
SIP Profile: Default

= =/ =2 =

Use the following servers: the IP address given to you by Cbeyond (See
the Cbeyond “Install profile”).

Port: 5060
Register: Check

Username: user name/phone number given by Cbeyond (See the Cbeyond
“Install profile”).

1 From header: Use the following address: address given to you by
Cbeyond (See the Cbeyond “Install profile”).

1 To header: Use the following address: address given to you by Cbeyond
(See the Cbeyond “Install profile”).
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1 Request-URI: Use the following address: address given to you by Cbeyond
(See the Cbeyond “Install profile”).

1 Misc: Nothing checked

4 S|P Servers and ITSPs

SIP Servers  ITSP: ]Aulhenlicaliun]

Name ~ Active Codec Profile SIP Profile Cheyond
Cheyond Yoice Quality Default Servers List

" Request using DN5_SRY fram

& Use the following servers

Address Port

sip-prosy. atil. cheyond. nef BOR0

Registration
Iv Register

User Name: [6783379126 Timeout: 3600 =

[~ Force Symmetric AT Traversal

Els|

Diamairi

“Erom” header | "To" header | RequestURI | Misc |
" Use address of the =
" Change to M domain if device belongs to user

" Use address of the Server

&+ Use the following Address sipconnect. atll. chepond. net

o Apiy | X Cancel ‘ SIP Prafiles

=)
=
[l
h=]

[ Domain
"From" header "To" header | RequestURI | Misc ]
Use the domain name for the appropriate server in the Servers
List

|
~
~ Use resolved IP address for t['3 appropriate server
in the Servers List

¢ Use custom domain name lsipconnect.atlU.cbeyond.net
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Domairy
"From" header | "To" header RequestURI IMisc l

<

AV
A

" FQDN
" |P Address

* Use custom domain name |sipconnect.atID.cbeyond.net

Domain R

"From' header | "To" header | RequestURI Misc

™ lanore Domain received in From/To SIP headers

1.2 Authentication

The authentication tab is used to define the authentication information for
realm based authentication.
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Realm ~ |User Name Password

Realm Domain |Brosdworks

User Name ]6783373126
Passwod [~ Confim Passwoed [

[ ok ]| X conca 7 teb |
| o | % Qose | SIPPuckies | ? Heb
1.3 Disable Session Timers

Clear the check mark from SIP Session Expires Timer. This will require a system
reboot. This can be found under Provision | SIP and RTP.
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* S|P and RTP

SIP Settings  SIP Timers | RTP Settings |

SIP Registration
Maximum Allowed Registration Interval |1 hour LI
Minimum Allowed Registration Interval |1 minute _:_l

SIP Subscription
Maximum Allowed Subscription Interval |1 hour _:_l
Minimum Allowed Subscription Interval v

Other Timers
SIP Timer T1 500 ms |
SIP Timer T2 |4 seconds |
[ SIP Session Expires Timer | | hour _] Disabled

' [ 30 minute | Disabled

Maxirum retry timeout I 4 seconds _:_I

« Apply | X Cancel | ? Help

1.4 Set Up ALG (MX version 3.2.10 to 4.2.14)

Set up ALG in Provision | ALG
For the example below:

1 Network 10.0.0.0/24 is the private side (LAN) of the MX, this is where all
the local phones are connected to the MX.
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1 Network 0.0.0.0/24 is mapping all other network to the public side of the
MX, thus performing the ALG functions to correct all RTP packets.

§& Application Layer Gateway (== =]
Uze ALG for RTP traffic

¥ public to private

[+ private to public

Metwirks
IP Address NML Mask Address Space
24 25R.256.255.0 Public
10.0.0.0 24 255.255.255.0 Private

RTP Port Range

Starting Wi’ Ending W:]
" dpply | X Cancel | ? Help |
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1.5 Enabling ALG | SBC on MX (MX version 5.0+)

ALG was replaced / improved in MX version 5.0 by SBC. For full details on SBC
please refer to the SBC document available from the KBS
http:/kbs.zultys.com/issue.php?bid=wp-998&fdwn=SBC.pdf or from Technical
Support named sbc.pdf document number 0000000150.

For the example below:

1 Network 10.0.0.0/24 is the private side (LAN) of the MX, this is where all
the local phones are connected to the MX.

1 Network 0.0.0.0/0 is mapping all other network to the public side of the
MX, thus performing the SBC functions to correct all RTP packets by
inserting the public IP listed in the Public IP field, and the External SIP
port with the port listed in the External SIP Port field.

1 Session Border Controller RTP port range are the ports that the session
border controller will send and receive voice packets.

1 External RTP Port Range is the port range that is forwarded by the edge
firewall to the MX, this port range is independent of the Session Border
Controller RTP port range. (In the example below there were made to be
the same.)

1.5.1 Networks

To configure SBC in the 0.0.0.0 route enable port mapping, and assign the Public IP
and ports in the fields circled below. If you are not using SBC and have the MX in
routing mode with public IPs assigned to interface 2/WAN do not check the Port
Mapping.
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a Session Border Controller [ = |
Hetworks | RTF Mappingl

Seszion Border Controller RTP port range

Start part |33DUD j End port |33239 ﬂ

Metwork s
Metwork MWL Mask Port Public IP External External RTP Port External RTP Port
Address Mapping SIP Port Range Starting Range Ending
10.000 24 255.255.255.0 ||
0000 ] 0.0.00 20.20.20.20 50E0 33000

o Bpply | X Cancel |

=)
I
o
=]

1.5.2 RTP Mapping

Place check each network you wish the MX to perform ALG/SBC modifications for.

a Session Border Controller =3l "<

Metworks  RTF Mapping |

Route RTP wia Session Barder Controller for callz between selected network. pairs

10.0.0.0/24 | 0.0.0.0/0 |
10.0.0.0/24 Ll
0.0.0.0/0

¢ Apply | x LCancel |

a3
Iz
iy
=]
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Note 1:
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