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1.1 Create ITSP Account
In the Admin Ul goto Provision A SIP servers and ITSPs

Enter the following information
1 Name: Bandwidth
1 Active: Check
1 Codec Profile: Don't Care
M SIP Profile: Default
1 Use the following servers: the IP addresses given to you by Bandwidth

0 There are 2 IP addresses for Bandwidth 216.82.224.202 &
216.82.225.202

Port: 5060

Register: unchecked

Username: Do not register

From header: Use the address of the MX

= =/ =2 =

To header: Use resolved IP address for the appropriate server in the
Servers List

Request-URI: IP Address
Misc: nothing checked
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“> SIP Servers and ITSPs

SIPServess ITSPs | Authertication |

Name « Active  Codec Profile  SIP Profile Bandwidth com
[  Dontcae Defaut Servers List

(™~ Request using DNS_SRV fom |

@+ Lz the folowng servers

Addiess Port

duo I 216.82 224 202 x
1 powe |

Registration
[~ Register

N ET

EX-
Domain
“Erom" headat | “To" headet | RequestURI | Misc |
(& Use address of the MX
" Changa to MX domain # device balongs to user
(" Use address of the Sesver
(" Use the followng Address I

[ oo | X concel | siPProfies ? Heb

—Domain
"From™ header ' "To" header IHequest-LlHI I Misc I

e IUse the domain name for the appropriate server in the Servers
List

= Use resolved IF address for the appropriate server
in the Servers List

" Use custom domain name
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Dramair
"Eru:um"header] "Ta" heade HE'IIUESt'UH|l iz ]

" FODM
f+ |P Address

L\Sf'“ |1ze custom domain name

Diomain

"Erom" header] "To" header Hequest-LlHI

[ lgnaore Domain recerved in From/To SIP headers

1.2 Authentication

The authentication tab is not used; no registration is used with Bandwidth.com

1.3 Set Up ALG (MX version 3.2.10 to 4.2.14)

Set up ALG in Provision | ALG
For the example below:

1 Network 10.0.0.0/24 is the private side (LAN) of the MX, this is where all
the local phones are connected to the MX.

1 Network 0.0.0.0/24 is mapping all other network to the public side of the
MX, thus performing the ALG functions to correct all RTP packets.
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a Application Layer Gateway EI =]
Use ALG for RTP traffic

¥ public to private

¥ private to public

MHetworks
IP Address MML Maszk Address Space
24 256.255.255.0 Public
10000 24 255.255.255.0 Private

RTP Part Hange

Starting ISSDDD j Ending |33239 j
g/ Lipply | x Cancel |

s
Iz
o
=
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1.4 Enabling ALG | SBC on MX (MX version 5.0+)

ALG was replaced / improved in MX version 5.0 by SBC. For full details on SBC
please refer to the SBC document available from the KBS
http://kbs.zultys.com/issue.php?bid=wp-998&fdwn=SBC.pdf or from Technical
Support named sbc.pdf document number 0000000150.

For the example below:

1 Network 10.0.0.0/24 is the private side (LAN) of the MX, this is where all
the local phones are connected to the MX.

1 Network 0.0.0.0/0 is mapping all other network to the public side of the
MX, thus performing the SBC functions to correct all RTP packets by
inserting the public IP listed in the Public IP field, and the External SIP
port with the port listed in the External SIP Port field.

1 Session Border Controller RTP port range are the ports that the session
border controller will send and receive voice packets.

1 External RTP Port Range is the port range that is forwarded by the edge
firewall to the MX, this port range is independent of the Session Border
Controller RTP port range. (In the example below there were made to be
the same.)

1.4.1 Networks

To configure SBC in the 0.0.0.0 route enable port mapping, and assign the Public IP
and ports in the fields circled below. If you are not using SBC and have the MXin
routing mode with public IPs assigned to interface 2/WAN do not check the Port
Mapping.
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Metwarks l RTP Mapping]
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Session Border Controller RTP part range

Statport [32000 =] Endpn [F239
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=)

M etwark s
Network MML Mazk Port Public IP External External RTP Port External RTP Port
Address Mapping SIP Port Range Starting Range Ending
10.0.0.0 24 255.255,255.0 1
0000 ] nooo 20.20.20.20 50ED 33000

& Spply ‘ X LCancel |

1.4.2 RTP Mapping

Place check each network you wish the MX to perform ALG/SBC modifications for.

a Session Border Controller

MNetworks  ATP tapping ]

Route RTP wia Sezsion Border Controller for calls between selected network pairs

(=] & =]

10.00.0/24 | 0000/0 |
10.0.0.0/24 |
0.0.0.0/0

o Spply ‘ X Cancel ‘

P Help
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Note 1: Sip trunk licenses are required by MX in order to place/receive calls via
ITSP, MX firmware’s PRIOR to version 5.0. Starting with Version 5.0 SIP Trunk
licenses are no longer needed.
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